IN THE SUPREME COURT OF INDIA
CIVIL ORIGINAL JURISDICTION
W.P. C. 826 OF 2021

IN THE MATTER OF :
N. RAM & ANR. PETITIONERS
VERSUS
UNION OF INDIA & ORS. RESPONDENTS
AND CONNECTED MATTERS

LIMITED AFFIDAVIT ON BEHALF OF UNION
OF INDIA DATED 16.08.2021

I, Dr. Rajendra Kumar s/o Late Sushil Kumar Das, aged about 54
years working as Additional Secretary, in the Ministry of Electronics and
Information Technology, the deponent herein, do hereby solemnly affirm

and state on oath as under:-

L That I am working as Additional Secretary, in the Ministry of
Electronics and Information Technology, Union of India and as such am
well conversant with the facts and circumstances of the case and also being
duly authorized. I have also perused the petitions. I say that I am

competent to swear the present Affidavit on behalf of the Respondent.

20 [ state and submit that due to the limited time at the disposal of the
deponent/respondents, it is not possible to deal with all the facts stated
and the contentions raised in the batch of petitions before this Hon’ble
Court. I am therefore, filing this limited affidavit at this stage while
reserving liberty to file further affidavit hereafter in detail.

I, however, respectfully submit that my not dealing with any of the
petitions para wise may not be treated as my having admitted the

truthfulness or otherwise of any of the contents thereof.



3. At the outset, it is submitted that I hereby unequivocally deny any
and all of the allegations made against the Respondents in the captioned
petition and other connected petitions. A bare perusal of the captioned
petition and other connected petitions makes it clear that the same are
based on conjectures and surmises or on other unsubstantiated media
reports or incomplete or uncorroborated material. It is submitted that the
same cannot be the basis for invoking the writ jurisdiction of this Hon’ble

Court.

‘%ﬂ:o It is submitted that this question stands already clarified on the floor
of the Parliament by the Hon’ble Minister of Railways, Communications
and Electronics & Information Technology of India, Government of India.
A copy of the statement of the Hon’ble Minister is attached herewith and
marked as Annexure R - 1. In that view of the matter, in the respectful
submission of the deponent, nothing further needs to be done at the
behest of the Petitioner, more particularly when they have not made out

any case.

59 It is, however, submitted that with a view to dispel any wrong
narrative spread by certain vested interests and with an object of
examining the issues raised, the Union of India will constitute a
Committee of Experts in the field which will go in to all aspects of the

issue.

60 The present affidavit is bonafide and in the interest of justice.

DEPONENT

Dr. Rajendra Kumar, 1As.
Additional Secretary
Government of India

VERIFICATION s hebopsripar e,
I, the deponent abovenamed, do hereby verify that ti¥ esHteRYGf
Para 1 to 6 of my above affidavit are true to my knowledge, and prepared




on the basis of instructions received from respective ministries and on the
basis of legal advice received and no part of it is false and nothing material
has been concealed there from to the best of my knowledge.

Verified at New Delhi on this the 15" day of August, 2021.

|

DEPONENT

Dr. Rajendra Kumar, 1As.
Additional Secretary
Government of India

Ministry of Electronics & Information Technology
Electronics Niketan, 6, CGO, Complex,
Lodhi Road, New Delhi-110 003



ANNEXURE R - 1

Statement on “Alleged use of spyware Pegasus to compromise phone
data of some persons as reported in Media on 18th July 2021”

Hon’ble Speaker Sir,

| rise to make a statement on reported use of spyware Pegasus to compromise
phone data of some persons.

A highly sensational story was published by a web portal yesterday night.
Many over the top allegations have been made around this story.

Hon’ble Speaker Sir, the press reports have appeared a day before the
Monsoon session of Parliament. This cannot be a coincidence.

In the past, similar claims were made regarding the use of Pegasus on
WhatsApp. Those reports had no factual basis and were categorically denied
by all parties, including in the Supreme Court. The press reports of 18th July
2021 also appear to be an attempt to malign the Indian democracy and its well
established institutions.

We cannot fault those who haven'’t read the news story in detail. And | request

all Hon’ble Members of the House to examine the issues on facts and logic.

The basis of this report is that there is a consortium which has got access to a
leaked database of 50,000 phone numbers. The allegation is that individuals
linked to these phone numbers were being spied upon. However, the report
says that:

The presence of a phone number in the data does not reveal whether a device
was infected with Pegasus or subject to an attempted hack.

Without subjecting a phone to this technical analysis, it is not possible to
conclusively state whether it withessed an attack attempt or was successfully
compromised.
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Therefore, the report itself clarifies that presence of a number does not
amount to snooping.

Hon’ble Speaker Sir, let us examine what NSO, the company which owns the

technology has said. It said:

NSO Group believes that claims that you have been provided with, are based
on misleading interpretation of leaked data from basic information, such as
HLR Lookup services, which have no bearing on the list of the customers’
targets of Pegasus or any other NSO products.

Such services are openly available to anyone, anywhere, and anytime, and are
commonly used by governmental agencies as well as by private companies
worldwide. It is also beyond dispute that the data has nothing to do with
surveillance or with NSO, so there can be no factual basis to suggest that a
use of the data somehow equates to surveillance.

NSO has also said that the list of countries shown using Pegasus is
incorrect and many countries mentioned are not even our clients. It also
said that most of its clients are western countries.

It is evident that NSO has also clearly rubbished the claims in the report.

Hon’ble Speaker Sir, let us look at India’s established protocol when it comes

to surveillance. I’'m sure my colleagues in the opposition who have been in
Government for years would be well aware of these protocols. Since they have
governed the country, they would also be aware that any form of illegal
surveillance is not possible with the checks and balances in our laws and our
robust institutions.

In India, there is a well established procedure through which lawful interception
of electronic communication is carried out for the purpose of national security,
particularly on the occurrence of any public emergency or in the interest of
public safety, by agencies at the Centre and States. The requests for these
lawful interception of electronic communication are made as per relevant rules
under the provisions of section 5(2) of Indian Telegraph Act,1885 and section

69 of the Information Technology Act, 2000.
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Each case of interception or monitoring is approved by the competent authority.
These powers are also available to the competent authority in the state
governments as per IT (Procedure and Safeguards for Interception, monitoring
and Decryption of Information) Rules, 2009.

There is an established oversight mechanism in the form of a review committee
headed by the Union Cabinet Secretary. In case of state governments, such
cases are reviewed by a committee headed by the Chief Secretary concerned.
The law also provides an adjudication process for those adversely affected by
any incident.

The procedure therefore ensures that any interception or monitoring of any
information is done as per due process of law. The framework and institutions
have withstood the test of time.

Hon’ble Speaker Sir, in conclusion, | humbly submit that:

e The publisher of the report states that it cannot say if the numbers in the
published list were under surveillance.

e The company whose technology was allegedly used has denied these
claims outrightly.

e And the time tested processes in our country are well-established to
ensure that unauthorised surveillance does not occur.

Hon’ble Speaker Sir, when we look at this issue through the prism of
logic, it clearly emerges that there is no substance behind this

sensationalism.

Thank you Hon’ble Speaker Sir.



